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# Wndows Server Core Setup & Configuration Script

# Aut hor: Edy Werder

# Description: Categorized PowerShell commands for common tasks
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# === [I NI TI AL CONFI GURATI ON] ===

Renane- Conput er - NewNane " SERVERO1" -Restart

New Net | PAddress -1 PAddress "192.168.1.100" -PrefixLength 24 -DefaultGateway "192.168.1.1"
-Interfacel ndex 12

Set - DnsCl i ent Server Address -Interfacel ndex 12 -Server Addresses "192.168.1.10","192.168. 1. 11"

Add- Conput er - Donmai nNane "contoso.cont' -Credential (Get-Credential) -Restart

# === [ ROLE | NSTALLATI O] ===

I nstall -W ndowsFeat ure AD- Donai n- Servi ces -1 ncl udeManagenent Tool s

$pass = Read- Host "Enter DSRM password" -AsSecureString

Instal | - ADDSForest - Domai nNane "contoso.com - Saf eMbdeAdni ni strator Password $pass -lInstall Dns
- Force

I nstall-WndowsFeat ure DNS - I ncl udeManagenent Tool s

I nstall-WndowsFeat ure DHCP - I ncl udeManagenent Tool s

Add- DhcpServer | nDC - DnsNanme "server 01. cont oso. cont’ - | pAddress 192.168. 1. 100
Instal | - WndowsFeature Hyper-V -Incl udeManagenent Tool s - Restart

I nstall-WndowsFeat ure Web- Server -1 ncl udeManagenent Tool s

Instal | - WndowsFeature FS-Fil eServer

I nstall-WndowsFeat ure Storage- Services

I nstall-WndowsFeat ure FS-DFS-Nanespace, FS-DFS-Replication

I nstal | - WndowsFeat ure NET- Franewor k- Core - Source D:\sources\sxs

I nstal | - WndowsFeat ur e RSAT- AD- Power Shel |

# === [ FI REWALL HARDENI NG ===
Set-NetFirewal | Profile -Profile Domain, Private, Public -Enabled True
Set-NetFirewal | Profile -Profile Donmi n, Pri vat e, Public - Def aul t | nboundAct i on Bl ock

- Def aul t Qut boundActi on Al |l ow

New Net Fi rewal | Rul e - Di spl ayNane "Power Shel|l Renoting" -Direction |Inbound -Protocol TCP -Local Port
5985, 5986 - Action Allow - Renpt eAddress "192.168. 1. 0/ 24"

New Net Fi rewal | Rul e -Di spl ayName "RDP Access" -Direction I|nbound -Protocol TCP -Local Port 3389
-Action All ow - Renot eAddress "192. 168. 1. 0/ 24"

Get-NetFirewal | Rule | Were-Object {$_. Enabled -eq ' True'}

# === [ WNRM & REMOTI NG DI AGNCSTI CS] ===

Test - WoMan - Conput er Nane "server 01. cont oso. cont
Get - WBManCr edSSP

Get-Item WSMan: \ | ocal host\ i ent\ Trust edHost s

# === [ NETWORK DI AGNOSTI CS] ===

Get - Net Adapter | Fornmat-Tabl e Name, Status, LinkSpeed

Test - Net Connecti on - Conput er Nane "dcOl1. cont oso. cont’ -Port 389
Resol ve- DnsNane "cont oso. cont

Get - Net | PAddress | \Were-Object {$_. AddressFamly -eq "I Pv4"}
Test - Net Connecti on - TraceRout e - Conput er Name "8. 8. 8. 8"

# === [ PERFORVANCE MONI TORI NG ===
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Get - Counter "Processor(_Total )\ % Processor Tine" -Sanplelnterval 5 -MaxSanples 12
Get - Counter "\ Menory\ Avai | abl e MByt es"
Get - Counter "\Logi cal Di sk(_Total )\ % Di sk Ti me"

# === [EVENT LOG FORWARDI NG ===

wecutil qc /q

Set - Servi ce -Name Wecsvc -StartupType Automatic
Start-Service Wcsvc

# === [ SERVI CE HARDENI NG ===
Get - Service -Name "Thenes","Tabl etlnput Service" -ErrorAction SilentlyContinue | ForEach-Object {
Set-Service -Name $_. Nane - StartupType D sabled }

# === [ WNDONS UPDATE TROUBLESHOOTI NG ===

SC query wuauserv

net stop wuauserv

net stop cryptSvc

net stop bits

net stop nsiserver

Rermove-1tem - Recurse -Force C:\ W ndows\ Sof t wareDi stribution
Rermove-1tem - Recurse -Force C:\ W ndows\ Syst enB2\ cat r oot 2
net start wiauserv

net start cryptSvc

net start bits

net start msiserver

# === [FI REWALL VERI FI CATI ON] ===

Get-NetFirewal | Rul e -Di spl ayName "*Renpte*" | Fornat-Tabl e Di spl ayNanme, Enabl ed, Direction
netstat -an | findstr :5985

netstat -an | findstr :5986
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